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Abstract: Due to the inaccuracy of threat detection and the scale of response policies, it is very difficult to accurately se-
lect response policies. To address the above problem, fuzzy interval decision diagram to quickly match response policy
was proposed. Firstly, the response policy was formally and fuzzily defined. Considering threat type, threat level, attack
frequency and propagation mode, an algorithm with fuzzy operator was designed to construct interval decision diagram.

Further, a fuzzy match algorithm was proposed to quickly select response policies. Experimental results show the effi-

ciency of the proposed approach.
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ne, Aac

1) for eache, ee do

2) I < (valueList[e,.x] = null) ?(—o0,+0) :
valueList[e,.val]

3) end for

4) root <— null,tail < null

5) for each x esort(valueList.index) do

6) v < (e.index, valueList[e,.x],C := (valueList[e,.
val],d))

7) if (root==null) then

8) root < v,tail <~ v

9) else
10)  tail.addchild(v)

11)  taill«v

12) end if

13) leaf « (0,"policy",ac.pval, D)tail.
addchild(leaf)

14) end for

15) return root
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W omovm,

1) if (< m;,m,,m > computeList) then

2) return m

3) end if

4)if (one of m; and m, is NULL) then

5) Mg

6) m<(m_,,-indexm_ . valm . pval,C=0)
.C do

=(m, =null)?m, :m,

7) for each (c, p, t,A) e m
8) ¢'«cv NULL
9) mC <~ mC U {(C,’ mnotnull -P> mnotnulllu’ mnotnull ﬂ’)}

10) end for

11) else if (isLeaf(m,) & &isLeaf(m,)) then
12) value = m,.valUm,.val

13) m « (0, value, D)

14) if (value ¢ leafList) then

notnull

15) leafList < leafList U value

16) end if

17) else if (m,.index == m,.index) then
18) val =m,.val v m,.val

19) pval=m,.pvalUm,.pval

20) m <« (m,.index,val,pval,C = &)

21) for (interval [/ € val )do

22) for (interval /, € I )do



lg- wOf o W

o 42

23) if (m,.pval ==m,.pval) then

24) ¢« m.C[I,]vm,C[]]

25) p<{l}

26) g m N myu

27) A <« max{m.A,m,.1}

28) m.C « m.CU{(c, p, u,A)}

29) else

30) ¢« m,.C[I,]vm,C[]]

31) p< {1}

32) < myu(1)+ my.u(l,)

33) A< m. A+ m,A

34) m.C <~ mCU{(c,p,u,A)}

35) end if

36) end for

37) end for

38) else

39) [ =min(m, index,m,.index)

40) h = max(m,.index,m,.index)

41) m < (m,.index,m,.var,C = &)
42) for each (c, p, u,A) e m,.C do
43) c'«cvm,

44) m.C «— CU{(m,.pc',m,.pu,m, 1)}
45) end for

46) p'=Lom,.P

47) mC=m.CU{(p',m,)}

48) end if

49)if (<index,C,m >¢ uniqueList) then
50) uniqueList < uniqueListU < index, C,m >

51) computeList < computeListU < m,,m,,m >

52) end if

53) return m
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